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DATA PRIVACY

The world’s most 
valuable resource
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Data Breach at 
Decathlon
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“French sporting retail giant Decathlon has become the latest big brand to expose 
user data via a misconfigured database, leaking over 123 million records 
including customer and employee information.”

Source: https://www.infosecurity-magazine.com/news/sports-giant-decathlon-leaks-123/; https://www.vpnmentor.com/blog/report-decathlon-leak/. 

• Data impacted: e.g., employee usernames, unencrypted passwords, customer 
email and login information. 

• Affected regions: Spain (UK) 
• Data breach impact: corporate espionage, phishing, identity theft, physical 

threats.
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Cost of Data Breaches

4Source: IBM Security (2019): Cost of a Data Breach Report 2019.
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Data Vulnerability 

• DATA ACCESS VULNERABILITY 

• Consumer feels vulnerable because the 
company has access to her/his personal 
information 

• DATA BREACH VULNERABILITY 

• Consumer feeds vulnerable because a 
company s/he uses has suffered a security 
lapse 

• SPILLOVER VULNERABILITY 

• Consumer feels vulnerable because a close 
rival of a company s/he uses has suffered a 
security lapse, making risk salient 

• DATA MANIFEST VULNERABILITY 

• Consumer data are actually misused, 
causing personal damage, such as identity 
theft

5Source: Palmatier, R.W. & Martin, K.D. (2019): The Intelligent Marketer’s Guide to Data Privacy - The Impact of Big Data on Customer Trust, Plagrave 
Macmillan, Cham/Switzerland, p. 34.

DATA PRIVACY



DATA PRIVACY

Transparency and 
Control Interrupt 
Customer Vulnerability
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Customer vulnerability: 
Feelings of susceptibility to 
harm from company data 

practices 

Negative company 
outcomes: 

Spreading negative word of 
mouth, falsifying 

information, switching to a 
competitor, stock price drop

Data use transparency: 
Extent to which a company 
explains its data collection, 
use, storage, and protection 

to customers

Customer control: 
Company grants customers 
the ability to determine what 

information they provide, 
hope that is used, and which 

partner firms may access 
data

Giving customers transparency and control has 
been shown to interrupt negative effects of 
data vulnerability on company outcomes.

Source: Palmatier, R.W. & Martin, K.D. (2019): The Intelligent Marketer’s Guide to Data Privacy - The Impact of Big Data on Customer Trust, Plagrave 
Macmillan, Cham/Switzerland, p. 16.



A Privacy Scorecard
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high

LOOK BUT DON’T TOUCH 

• Data use practices are clearly 
communicated, but customer has 
no ability to manage it. 

• Increasing control when data 
practices are transparent can create 
firm savings during a breach of 
nearly $60 million. 

EMPOWERED CUSTOMER 

• Empowered customer has a 
clear picture of how data is used 
and has some say in controlling 
it.  

• Evidence shows that these firms 
endure minimal losses during 
data breach.

low

PRIVACY DEFICIENT 

• Perceived as sneaky approach to 
privacy. Customer has no 
knowledge how data is used, but 
cannot control it anyway.  

• These firms are at greatest risk 
during a breach. Expected firm 
losses from a breach near $40 
million.

BLIND AUTONOMY 

• Customer has the autonomy to 
control data preferences, but 
little idea of how data actually is 
used. 

• Increasing transparency with 
high control can save a firm 
about $50 million in a data 
breach.

low high

TRANSPARENCY

CONTROL

Source: Palmatier, R.W. & Martin, K.D. (2019): The Intelligent Marketer’s Guide to Data Privacy - The Impact of Big Data on Customer Trust, Plagrave 
Macmillan, Cham/Switzerland, p. 103.
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Data-Driven Versus 
Customer-Learning 
Cultures
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DATA-DRIVEN  
ORGANIZATION

CUSTOMER-LEARNING 
ORGANIZATION

Overarching data 
philosophy

Data drive what the firm 
does; data are the primary 

source of insights

Data support the company’s 
ongoing need to learn about 
customers, competitors, and 

the environment.

Strategic decision-
making

Driven by what the data 
reveal

Driven by customer-oriented 
goals for long-term 

advantage; supported by 
data-analytical insights

Big picture view of 
the customer Source of data (and profit) Partners in value creation

Approach to 
customer information Data maximization Data minimization

Source: Palmatier, R.W. & Martin, K.D. (2019): The Intelligent Marketer’s Guide to Data Privacy - The Impact of Big Data on Customer Trust, Plagrave 
Macmillan, Cham/Switzerland, p. 100.
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Data tactics

DATA-DRIVEN  
ORGANIZATION

CUSTOMER-LEARNING 
ORGANIZATION

Access Permission only when needed
Explain to customers why 

providing their information can 
help them

Use
Data purpose is determined 

after access; data analyzed in 
any way that helps the firm

Data purpose is determined 
prior to access; data analyzed in 

ways for which they were 
intended

Protection
Data are stored indefinitely; 

company uses whatever 
protections necessary

Data are housed only as long as 
needed for specific question; 

need for protection thus is 
minimized 

Monetization
Customer data are focal profit 

sources; sold to third parties as 
feasible

Customer data are collected for 
focused questions; their 

dedicated nature make them 
unviable profit source 

Source: Palmatier, R.W. & Martin, K.D. (2019): The Intelligent Marketer’s Guide to Data Privacy - The Impact of Big Data on Customer Trust, Plagrave Macmillan, Cham/
Switzerland, p. 100.

Data-Driven Versus 
Customer-Learning 
Cultures: Data Tactics
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LET’S  
WRAP  
IT UP
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LET’S WRAP  
IT UP

The 4 Tenets of 
Customer Centricity

11

By recognizing the fundamental and inevitable differences among 
your customers, you can give your organization a strategic 
advantage over your product-centric competitors—who may know 
little to nothing about the customers who account for their success 
and survival.

By understanding that there is real and quantifiable value to be 
found in individual customers, you can better focus your long-
term marketing efforts on precisely those customers who will 
generate the greatest long-term value.

By working to quantify the value of each and every one of your 
customers, you can gain enormously valuable insight about how 
much you should be willing to spend to keep an existing customer 
and how much you should be willing to spend to acquire a new 
customer.

By moving forward with a highly focused customer relationship 
management initiative, you can gather and leverage even more 
information about your customers who will allow your company to 
serve those customers in a more personalized (yet genuine) 
manner than any competitor can.

2

3

4
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Source: Fader, P.S. (2020): Customer Centricity - Focus on the Right Customers for Strategic Advantage, Third Edition, Wharton School Press, 
Philadelphia, PA, p. 127.
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